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Harding’s Anti-Spam Software: PreciseMail V2.4
Harding uses the PreciseMail Anti-Spam Solution (PMAS) software from Process Software to help control spam email.  Literally tens of thousands of spam messages are sent to Harding each day.    Identifying and blocking these spam messages is not an exact science.  You have the opportunity to tune PreciseMail so it can do the best job for your needs.  This document explains how to do that.

What Is “Spam”?

Traditionally, the term “spam” has been limited to unsolicited business email (UBE).  However, at Harding we filter several other categories of “undesirable” email as well.  We are very tough on sexually explicit email.  We try to stop email that carries viruses. We try to block “phishing” schemes that are used to steal your identity.  In other words we try to catch potentially harmful email as well as spam.
How PreciseMail Works

PreciseMail uses a sophisticated set of rules to assign a “spam score” to every email coming to Harding from off-campus.  On-campus mail is not scored or filtered. A high spam score indicates that a message is very likely to be spam.  In general, messages that score zero or less are not spam.  Positive scores indicate suspicious messages.  Once a message is scored, the score can be used to gauge how a message should be handled.
NOTE:  PreciseMail does not filter based on who is sending a message.  Senders are too often “spoofed” by the spammers.  Thus, one message from a sender may be delivered, while another message from the same sender may be held up because of a higher spam score for that individual message.

PreciseMail inserts scoring information into the headers of the email messages.  These headers are not usually visible, but you can display them.  To display headers:
· In Outlook, right-click the message and select “Options”.  Scroll the “Internet headers” window to the bottom.

· In iPlanet Messenger Express (webmail), read the message, then click on the small arrowhead (        ) at the far right of the “from” line at the top of your message.

Look for the X-SPAM-xxxx headers in your message.  X-SPAM-SCORE will be the score assigned to your message.  

You may also see the message headers while you are reviewing quarantined or discarded messages.  See the discussion of those topics below.

PreciseMail Spam Message Handling Options

Based on a message’s spam score PreciseMail may take several different actions.  The scores referred to in these definitions are our system settings as of this writing. See note after “Advanced preferences” later in this document for more on system settings.
Deliver
After scoring a message, if PreciseMail does not determine a message to be suspicious as spam it will be delivered to your inbox without any intervention.  Spam headers are added if the spam score is above zero, but these headers a seldom visible.  Messages that score less that 4.0 are currently being delivered.
Tag
If a message scores over 4.0 PreciseMail will label the subject line by prepending “[SPAM-XXXX]” where XXXX is the spam score.  The message is then delivered to your inbox.
Discard
Currently messages that score over 11 are being moved to the discard area where they are kept for 4 days.  During that time you may recover them.  You will not receive a notification about discarded messages.
Quarantine
Quarantining is like discarding, except you will receive notification if a message is quarantined.  Currently we do not quarantine messages automatically, but you may enable this feature for yourself if you would like to use it.  Read on…
Allow list
You may create your own “allow list”.  If you put a sender on your allow list, any messages from that sender to you will be delivered without even scoring it.
Block list
You can override PreciseMail message handling by putting a sender on your “block list”.  Any mail to you from these senders will be discarded regardless of the spam score.

Discarded Messages

We hope we discard nothing but spam.  However, no program is foolproof.  Discarded messages are currently being held for 4 days and may be recovered during that time.  Quite often, adding a sender to your “allow list” is the solution to improperly discarded messages.  To review your discarded messages, see the discussion of “viewing quarantined messages” to follow.
Tagged Messages

Tagged messages become candidates for your allow list or your block list.  If you have messages that are regularly being tagged, but they are not spam, then you should definitely put the sender on your allow list.  A different message from the same sender may look “spammy” enough to get discarded.
Quarantined Messages

If some of your messages are quarantined, you will receive an email message notifying you about it.  These notifications are sent twice a day.  When you receive a notice, you may go to a web page to review the messages and either approve them for delivery or delete them.  Quarantined messages are kept for 7 days and then they are deleted from the system.
Managing PreciseMail to Meet Your Needs

A collection of web pages are available that allow you to customize PreciseMail’s behavior to meet your needs.  The following URL will take you to the PreciseMail login page:


http://precisemail.harding.edu/
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Your Harding system username and password will log you in.  After logging in, you will be presented with six options:

· View Quarantined Messages

· Create, Update, or Review Your Allow List

· Create, Update, or Review Your Block List

· Create, Update, or Review Your User-Defined Allow/Block Rules

· Set Your Preferences

· Log out

These will be reviewed in reverse order. (It just makes more sense that way…)
Log Out
Be sure to log out of the PreciseMail web pages when you are through.  If you do not log out, another person could make a mess of your PreciseMail options.

Set Your Preferences

If you do not set your preferences, PreciseMail will deliver your mail according to preset campus-wide settings.  We try to choose good campus-wide settings, but they may not meet your needs.
When you select “set your preferences”, you will be presented with a screen that lets you choose to “opt-in” or “opt-out” of PreciseMail processing.  If you select Opt-out, PreciseMail will make no effort to filter your mail at all.  This is probably not a good idea considering the amount of spam we receive.
On the left-hand side of the “set your preferences” screen, you will find four option buttons:

· Opt-in

· Quarantine View

· Spam Thresholds

· Misc

The “Spam Thresholds” button takes you to a screen where you can alter all of 

the PreciseMail settings:

· You can decide if you want messages tagged or not and what spam scores should be tagged.  You can even decide what you want the tag to be.

· You can enable message quarantining and determine which messages should be quarantined.

· You can determine the spam score at which messages will be discarded or, if you prefer, you may disable discarding altogether.

By setting these values you have complete control over how PreciseMail handles your email.

It is suggested that you experiment with these settings by being very liberal at first.  For example, disable discarding and quarantine all messages with a score above 4.  This will probably cause you to get a lot of quarantined messages.  After reviewing quarantined messages for a while, you will understand more about how the scoring works.  At that point you will probably want to set a discard threshold.  This approach allows you to see addresses you might need to add to your allow or block lists also.
NOTE:  At the top of the “Spam Thresholds” screen, you will see the current system settings. These settings are used by PreciseMail when you have not established settings of your own.  These system settings may change from time to time when adjustments seem warranted.
CAUTION!  If you override PreciseMail’s settings to allow more possible spam mail through, you will begin to get all kinds of undesirable mail.  Some of it will be offensive – sorry about that.  However, more importantly, you must learn to recognize and avoid email with viruses and scams.  Be very cautious.  Almost any email that asks you to update personal account information by going to a web site is a scam.  A reputable bank or credit card would never ask you to do that.  Neither would Paypal or eBay.

Create, Update, or Review your (Allow/Block) List
You may add sender addresses to your allow or block lists.  A sender on your allow list will never have a message blocked as spam when sending to you.  A sender on your block list will never be able to send you a message.

You may go directly to the allow/block list pages from the main menu or you will have the option to add senders to either list when you are reviewing quarantined messages.

You may use “wildcard” characters to allow or block groups of addresses.  An asterisk (*) may be used to replace any sequence of characters.  You may use a question mark to replace any one character.  For example, to allow all mail coming from anyone at hotmail.com, you can add *@hotmail.com to your allow list. (I wouldn’t recommend this particular allow list entry.  Hotmail is spoofed by a lot of spammers.)  Or, you could use jdoe@*.rr.com to accept mail from jdoe regardless of which rr.com server the mail comes from – i.e. jdoe@mail1.rr.com, jdoe@mail2.rr.com, etc.
NOTE:  Your personal allow/block lists do not affect anyone else’s mail.

Create, Update, or Review your User-Defined Allow/Block Rules

The most recent version of PreciseMail provides the opportunity for you to define rules for allowing or blocking particular types of email based on message content or message headers.  This option should be used with caution.  Improperly defined rules could cause major disruptions in your email delivery.  However, if you wish to review the documentation provided at the web page and define your own rules, this option is an extremely powerful tool for creating your own email filters.
View Quarantined (or Discarded) Messages

By default we do not quarantine messages. Therefore, if you want to use message quarantining, you must enable quarantining in your “Preferences” settings.

Quarantined or discarded messages are not delivered to your inbox.  They are placed in a holding area waiting for you to review them.  Twice each day at 7:00 am and 2:30 pm, PreciseMail will send you an email reminding you that you have quarantined messages waiting.  You do NOT get a notice of discarded messages.  Thus the discard and quarantine message threshold setting really determine two things:  1) whether you get notified of the non-delivery, and 2) how long the message is retained.  Discarded messages are kept a shorter period of time because there are so many of them.
The quarantine message notifications are sent twice each day, they are not sent every time a message is quarantined.  However, if you are expecting a message and did not get it, you may go to the PreciseMail web page at any time and the “view quarantined messages” option will list any messages you have quarantined up to that instant.
Note:  Quarantined messages are currently kept for 7 days.  After that time they are deleted from the system and are unrecoverable.  Similarly, discarded messages are kept for 4 days after which they are unrecoverable.
The quarantine notification email will have a link to the PreciseMail web page where you can review your quarantine messages.  You may delete messages or release them to be delivered to your inbox.

Viewing Discarded Messages
When you are in the quarantine menu, note at the top of the screen that there is a button to allow you to see your discarded messages.  This screen works exactly like the quarantine message screen, except you are looking at your discarded messages.

If you are deleting a lot of quarantined messages, you might want to watch the spam scores listed by the messages and set your discard message threshold to a lower number.

If you find that you are approving a lot of messages for delivery, then perhaps your quarantine score is set too low.

If you have a sender whose messages are being quarantined and you never want this sender quarantined, then add the sender to your allow list.

As you review your list of quarantined messages, you may click on the subject and the full message will be displayed for your review.  All of the message headers are displayed as well.  This allows you to do a complete review of message, the PreciseMail X-SPAM message header labels, and the scoring.

Displaying a quarantined message also shows you the envelope “from” and “to” addresses.  Have you ever received an email that looks like it was addressed to someone else?  Most people are surprised to find out that the “from” and “to” address you see when you are reading your email have nothing to do with the delivery of the message.  They can be completely made up.  Like a business letter, the “to” address on the envelope determines how the message is delivered regardless of what the inside address on the letter might say.  Spammers quite often use this “feature” to hide their identity.

You also have the option of sending a quarantined message to the PreciseMail administrator.  Here are a few circumstances under which you might want to do this:

· You find an error in the way a message was handled.  For example, a message was quarantined but it did not score high enough to be quarantined.

· You receive a particularly offensive message that should be blocked campus-wide.  If you are receiving offensive spam, there is a good chance others at Harding are receiving it as well.
· You receive a message that scored particularly high and you can see no reason why it should be scored that high (a “false positive”).

If you send a message to the administrator, please explain why you are doing so in the space provided.  NOTE:  Your administrator will see the entire content of your email message. Also, messages that are improperly classified may be shown to PreciseMail support personnel. If any part of your message should be kept private, please do not send it to the administrator.  
Campus-Wide Allow/Block Lists

Your PreciseMail administrator maintains system-wide allow/block lists.  These lists affect all email delivered to everyone on campus.  For example, if a pornographer manages to get past PreciseMail’s screening, the sender is added to the campus-wide block list.  Conversely, if you have a sender that will regularly be emailing Harding, you may want to submit their address as a candidate for the campus-wide allow list.  For example, if a particular student loan provider sends email to a lot of our students as part of the financial aid process, their address would be a good candidate for the campus-wide allow list.

John Nunnally

PreciseMail administrator

nunnally@Harding.edu
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